
Students to fill up this Total Defence 

survey for the lesson

Scan the QR code 

Or 

Link: https://forms.gle/aA77LjmJAAEc8tgB9

Activity 1Lead-In:
Complete the Google Form

https://forms.gle/aA77LjmJAAEc8tgB9


Can Scams happen to us?

LINK: 
https://mothership.sg/2020/01/singapore-

widow-viber-scam-55k/

What happened to the 

lady? Why did it happen?

How do you think the 

lady felt?

How do you think this 

incident affect her 

trust towards DBS?

https://mothership.sg/2020/01/singapore-widow-viber-scam-55k/


CCE Topic for 

today is…

TOTAL DEFENCE DAY

Safekeeping 

Personal Data







Together We Keep Singapore Strong

Total Defence Day 2020



Together, we keep Singapore Strong
1. Wuhan Coronovirus

2. Needs vs Wants
3. Total Defence



Look out for these symbols!

8

Video Group ActivityQuick Buzz

Silent ReadingGood Practice

Thinking / 
Reflection

Online Survey



1. Respect Others & Self

2. One Conversation at a time

3. Take Courage (Dare to Share)

4. Be Inclusive

2E3 COLLABORATIVE NORMS



RESPECT
OTHER 

VIEWPOINTS



COURAGE
Dare To Share



Students to fill up this Total Defence 

survey for the lesson

Scan the QR code 

Or 

Link: https://forms.gle/aA77LjmJAAEc8tgB9

Activity 1- Complete the Google Form

https://forms.gle/aA77LjmJAAEc8tgB9


Activity 2- Let’s watch a video

LINK: https://www.youtube.com/watch?v=F7pYHN9iC9I (pause at 1:44)

1. How do you feel if you were being “mind read”?

2. How do you think the mind reader knows these 

information?

https://www.youtube.com/watch?v=F7pYHN9iC9I


Activity 2- Let’s watch a video

LINK: https://www.youtube.com/watch?v=F7pYHN9iC9I (pause at 1:44)

1. How do you feel if you were being “mind read”?

2. How do you think the mind reader knows these 

information?

https://www.youtube.com/watch?v=F7pYHN9iC9I


Activity 2- Let’s watch a video

LINK: https://www.youtube.com/watch?v=F7pYHN9iC9I (pause at 1:44)

1. How do you feel if you were being “mind read”?

2. How do you think the mind reader knows these 

information?

https://www.youtube.com/watch?v=F7pYHN9iC9I


Results of completed the Google Form

YOU HAVE BEEN SCAMMED!!! Just like the video!!!

Using the personal details you have entered, the 

hacker/scammer can roughly estimate:

1. Which part of Singapore do you live

2. What type of housing you live in

3. Determine the routes which you can take to come to school



Activity 4- Let’s watch another video

LINK: https://www.youtube.com/watch?v=zomo9OKXW6I

https://www.youtube.com/watch?v=zomo9OKXW6I


Activity 4- Let’s watch another video

LINK: https://www.youtube.com/watch?v=zomo9OKXW6I

https://www.youtube.com/watch?v=zomo9OKXW6I


What is Personal Data?

elsa_frzn_letitgo@hotmail.com



Key Question

Should we give our personal data 
readily online?

Our personal data 
should be easily 
accessible for 
convenience!

Our personal 
data to be kept 
as secured as 

possible!



What do you feel about this question?

I used to think…

(jot this down in 

your handouts)

Key Question:
Should we give our personal data 

readily online?



[Yes, I give my 

personal data]

Should We give our personal data readily 
online?

Yes ,

we should
Yes, we should, 

most of the time
No, we should not, 

most of the time

No ,

we should not

[No, I do not give my 

personal data]

7 8 9 101 2 3 4 5 6
X



I used to 

think…

Step 1: 

Different perspectives to take different 

corners of the amphitheatre.

Step 2: (THINK) 

Why are you in that position?

Jot down on your paper.

Step 3: 

In your group, identify

- 1 Group Leader

- 1 Scribe

- 1 Spokesperson

- 1 Encourager

Step 4:

In your groups, Share REASONS why 

you took on your perspective. Share 

examples / personal stories / stories 

you heard.

SCREEN PROJECTOR

No, 
We should not, 

most of the time
(6-7)

Water 

Cooler

No, 
We should not

(8-10)

Yes, 
We should, most 

of the time
(4-5)

Yes,
We should

(1-3)

Ampitheatre

Should we give our personal data readily online?



Now I think…

(jot this down in 

your handouts)

Key Question:
Should we give our personal data 

readily online?

What do you feel about this question?



Key Learning Points

1. Online data can be easily utilised for a variety of positive and 

negative reasons

2. Attacks/scams on the cyber realm has a psychological effect 

on top of the damage it causes

3. We need to be proactive in ensuring that we release our 

information to the right people

4. All of us has a part to play in protecting our nation’s cyber 

security



Concluding Task

Design a simple logo with an 

accompanying slogan on how to protect 

your online personal data



S.H.I.E.L.D
S- Strategically

H- (with)Holding

I - Important

E- Everyday

L- Lifestyle

D - Data

LOGO SLOGAN



Together, we keep Singapore Strong
1. Wuhan Coronovirus

2. Needs vs Wants
3. Total Defence



Questions, Comments,

Feedback?

Safekeeping 

Personal Data



Challenge Topic: National Security

https://www.straitstimes.com/singapore/personal-info-of-15m-

singhealth-patients-including-pm-lee-stolen-in-singapores-most

https://www.channelnewsasia.com/news/sing

apore/personal-data-of-800-000-blood-

donors-accessed-illegally-hsa-ssg-11395364

https://www.straitstimes.com/singapore/personal-info-of-15m-singhealth-patients-including-pm-lee-stolen-in-singapores-most
https://www.channelnewsasia.com/news/singapore/personal-data-of-800-000-blood-donors-accessed-illegally-hsa-ssg-11395364


Additional Question

Should the government have control 
over our personal data?

The government 
should control 

our personal data 
as it is safer this 

way.

Our personal data 
should belong to us 

only and the 
government should 
not control how we 

use it.


